MEMORANDUM

To: Chris Tugwell

From: Jika Gqiba-Knight and Joel Hanson
Date: Nov. 26th, 2007
Re: Liability Waivers, Terms of Use, and Other Concerns of a Minors-Oriented Website

Issues


Is a minor bound to an agreement with the operator of website where such minor promises to waive liability, to refrain from conduct that may lead to liability, or to other terms of using the website?  What does this mean for Youth Commons?


What terms are common among websites with minor users?  What are some terms we would recommend Youth Commons include in its user agreement?


What are requirements of the Children's Online Privacy Protection Act (“COPPA”) and the Child Online Protection Act (“COPA”) that Youth Commons must follow?

Conclusions and Recommendations
It is unlikely in Washington State that a minor will be permanently bound by any Terms of Use Agreement entered into when using a website.  As such, agreements to waive liability or refrain from certain types of conduct are likely difficult to enforce on minor users of websites.  However, this conclusion should be considered in the context of the memo written by Loren Hall and Kristina Ringland, which discusses how federal law protects website operators from most liability that results from the conduct of users.
Even if difficult to enforce with minors, Terms of Use Agreements set the stage for what the policies of a website are and when properly presented and enforced can shape the activity that occurs on the website.  This can both protect the minor users of a website and limit the potential for liability by the site owner by reducing the risk of problems arising.

Generally, neither COPA nor COPPA applies to non-profit websites such as Youth Commons.  The FTC encourages non-profits to voluntarily comply.
Analysis

1. Minors Will Not Likely be Bound to Agreements Made with a Website

Minors May Disaffirm Waivers of Future Liability and Other Agreements
Washington and all other states have laws allowing minors to disaffirm contracts.  Such a disaffirmed contract is voide ab initio ("to be treated as invalid from the outset") and the assignments of rights by the contract are void.  Plummer v. Nothern Pac. Ry. Co., 98 Wash. 67, 70, 167 P. 73 (1917).  Some states do not extend this right to disaffirm to “necessities” such as food or medical supplies.  Washington however, extends this right to disaffirm to necessities along with all other contracts.  RCW 26.28.030.  Upon disaffirming a contract the minor must return all money and property in their control that was received by virtue of the contract.  RCW 26.28.030; Hines v. Cheshire, 36 Wn.2d 467, 219 P.2d 100 (1950).

Where a minor agrees to follow terms and conditions in order to use a website such as Youth Commons, the minor is not likely bound by promise to waive future liability.  As a general common law rule demonstrated in other states, minors may disaffirm waivers of future liability for injuries.  In Smoky, Inc. v. McCray, 196 Ga.App. 650, 396 S.E.2d 794 (Ga. App. 1990), the parents of a minor successfully sued a rancher after the minor was injured by falling from a horse.  While the minor had signed a waiver agreement, the trial court refused to admit the agreement into evidence.  The trial court’s decision was affirmed under the rule that minors may disaffirm such contracts.  In Simmons by Grenell v. Parkette Nat. Gymnastic Training Center, 670 F.Supp. 140 (E.D. Pa. 1987), a minor and her mother sued a gymnastics association alleging that negligence led to the minor’s injury.  Both the minor and her mother had signed an agreement waiving all future liability.  The court found that while the mother was barred from recovering for medical costs, the minor was not barred because she could disaffirm her contract.  Thus the minor was able to sue for her pain and suffering, but not the medical costs paid by her mother.

In criminal matters, minors typically may not disaffirm an agreement to waive their constitutional rights.  See, e.g.  State v. F. L. A., 608 P.2d 12 (Ala. 1980).  However, this exception to a minor’s ability to disaffirm contracts is not extended to contracts between private parties unrelated to criminal matters and thus not applicable to agreements made regarding future liability.  “Although a minor is generally incompetent in civil matters, he is nonetheless generally competent to waive constitutional rights in criminal matters.”  F. L. A., 608 P.2d at 16.
While Washington courts have not addressed scenarios like Smoky or Simmons,  Washington courts are likely to find the reasoning in these cases persuasive.  Washington courts would likely extend the right of a minor to disaffirm contracts to include any agreements a minor makes in order to use a website.  Thus, Washington courts would likely find that a minor was not bound to any agreement made with a website operator, including a promise to waive future liability.  However, because Washington courts have published few opinions on minors disaffirming contracts in recent decades, it is difficult to predict how Washington courts would rule with any certainty.  Additionally, the existence of such an agreement, even if not legally binding, may be sufficient to dissuade a potential underage plaintiff from pursuing a lawsuit.  Therefore it would still be prudent for a website that caters to minors to incorporate a terms and conditions of use agreement that includes a future liability waiver.
There are Minimal Requirements for Minor to Disaffirm a Contract

A minor is bound by a contract, unless the minor: a) disaffirms the contract before reaching majority or within a reasonable time after the minor attains majority; and b) restores to the other party all money and property received by the minor by virtue of the contract and remaining within the minor’s control.  RCW 26.28.030.

If a minor decides to void the terms of an agreement with a website, the minor may do that without notice or any required procedure.  Any act showing a renunciation of the contract will disaffirm the contract.  “[A minor] may avoid his act or contract by different means according to the nature of the act and the circumstances of the case, but it may be laid down as a general rule that any act showing unequivocably a renunciation of, or a disposition not to abide by, the contract made during minority is sufficient to avoid it.”  Plummer, 98 Wash. at 69.

A Minor May Not Misrepresent His or Her Majority 

If the minor makes any misrepresentations as to his or her majority before the time of agreement, the contract may not be disaffirmed.  RCW 26.28.040 reads: “No contract can be thus disaffirmed in cases where on account of the minor's own misrepresentations as to his majority, or from his having engaged in business as an adult, the other party had good reasons to believe the minor capable of contracting.”  

The Washington Supreme Court has held that even if the other party does not have good reasons to believe the minor was capable of contracting, a minor’s misrepresentation is sufficient to preclude the minor from disaffirming the contract.  Thosath, 136 Wash. 565 (reversing, with instructions to dismiss, a jury ruling and holding that a minor’s obvious young appearance was not enough to create issue of triable fact for the jury because the minor misrepresented he was an adult).
Washington Statute Allowing Minors to Disaffirm Contracts
RCW 26.28.030

Contracts of minors — Disaffirmance.

A minor is bound, not only by contracts for necessaries, but also by his other contracts, unless he disaffirms them within a reasonable time after he attains his majority, and restores to the other party all money and property received by him by virtue of the contract, and remaining within his control at any time after his attaining his majority.

RCW 26.28.040 

Disaffirmance barred in certain cases.

No contract can be thus disaffirmed in cases where on account of the minor's own misrepresentations as to his majority, or from his having engaged in business as an adult, the other party had good reasons to believe the minor capable of contracting. 

2. Website Terms and Conditions of Use as Applied to Underage Users
What follows is a consideration of various elements that may be included in a Terms of Use Agreement (“Agreement”).  It should not be considered a full list.  Nor is it an exhaustive explanation of all potential rationales for including the described terms.  It is focused on several terms as they apply to minors, given the ability to disaffirm contracts in Washington State.  In general the ability to disaffirm contracts in all likelihood renders the Agreement void towards minors.  However, there remain several worthwhile reasons to carefully draft an Agreement.  The terms considered below are in large part based on the Agreements from Myspace.com, Facebook, and Friendster.  Each of these website present useful variation on how to approach this process.
Limiting Grant of Access to Acceptance of the Terms of Use Agreement

It is important in the Agreement to limit access to website to only those who agree to the terms, both for potential visitors and members alike.  This limits the ability of minors to disaffirm the Agreement while actively using the site.  However, this limitation does not extend past use of the site and a minor may accept the Agreement, use the site in such a way that violates it and generates some liability for the site owner, and then when called to account for such violation, disaffirm the agreement successfully in spite of acting under such an agreement.  This disaffirmation will likely be successful and applied retroactively to the beginning of use of the site.  While, such a disaffirmation would void all agreed to terms, its prior existence does make explicit that the actions of the minor are against the wishes of the site owner.   This may create a shift in the equities of a potential controversy reducing, however slightly, a websites owners risk.  The clause also remains useful towards adults and any minors who, however unlikely, are unable to disaffirm and makes use of the site a continuing reaffirmation of the rest of the Agreement.
Sample term:  By using the Youth Commons Services, you agree to be bound by this Agreement, whether you are a "Visitor" (which means that you simply browse the Youth Commons Website [if this enabled]) or you are a "Member" (which means that you have registered with Youth Commons).  The term "User" refers to a Visitor or a Member. You are only authorized to use the Youth Commons Services (regardless of whether your access or use is intended) if you agree to abide by all applicable laws and to this Agreement. Please read this Agreement carefully and save it. If you do not agree with it, you should leave the Youth Commons Website and discontinue use of the Youth Commons Services immediately.  If you wish to become a Member, communicate with other Members and make use of the MySpace Services, you must read this Agreement and indicate your acceptance during the Registration process.

Limiting Eligibility to the Giving of Truthful Information
This is an important term to include as it applies to minors.  As explained above, RCW 26.28.040 binds minors who misrepresent themselves as adults to the contracts they make.  This statute should apply to the Agreement.  By requiring users to give their age, (if the decision is made to allow anyone 18 or older to use the site) all minors who lie and list their age as 18 will likely be bound by the Agreement such that a court would find the Agreement binding in general.
Sample term:  By using the Youth Commons Services, you represent and warrant that (a) all registration information you submit is truthful and accurate; (b) you will maintain the accuracy of such information.
Code of Conduct

Considering the audience and purpose of the Youth Commons project it may be very useful to have a Code of Conduct (Code) separate from the Agreement.  The obligation of users to abide by the Code can be included in the Agreement by incorporating it by reference as above.  The main practical advantage of a separating out the Code is that it allows for more regular updating.  Furthermore it enables the Code, presumably a smaller document formatted in a manner that is easier to read, to be referenced more regularly within the site and thus more likely to be read and followed.

Sample term:  Use of the Youth Commons Services is additionally limited by the Code of Conduct, which is incorporated into this Agreement by this reference.
Facebook code of conduct: http://washington.facebook.com/codeofconduct.php

Limitation of Posting Additional Identifying Material 

Considering the site’s focus on minor users, it is useful at some point in the Agreement to restrict the posting of certain types of identifying material.  This is separate from the question of what identifying material to automatically include on users posts, or retain internally.  It is a question of what type of identifying material users can voluntarily included in the content of a post or submission.  There are two strong reasons to limit in the agreement what personally identifying information users are allowed to post and strictly enforce such limitations.  First and foremost, from a general responsibility perspective it protects minors who use the site from a wide range of potential problems.  Secondarily, by reducing the likelihood of a problem arising, the chances of a lawsuit are similarly reduced.  It may be of even greater efficacy to include this limitation in a separate Code of Conduct.  Doe v. MySpace, Inc., 474 F.Supp.2d 843 (W.D. Tex. 2007) provides an example of the types of problems that can result in the posting of additional identifying material.  A minor, in violation of the Terms of Use Agreement, gave her identifying material to another user of the site, who then sexually assaulted her.  While the court found that site bore no liability, obviously Youth Commons would like to reduce the chances that its users the experienced such harms.
A Detailed Description of Additional Prohibited Activity

It is important to draft an exhaustive list of specific activity that is prohibited and update such a list when appropriate.  This puts the user on notice of what activity is not permitted and when enforced establishes the policies and norms of the site.  This should form the bulk of a Code of Conduct.
Reserve the Right to Limit the Term of Membership and to Edit Content

It is important to explicitly retain the right to cancel accounts and edit information posted.  This allows these measures to be taken if a user deviates from the Agreement.  If a user complains, the Agreement can be used to point out the right of the website operator to act as a mediator of its content.

Indemnity, Disclaimers, and Limitations on Liability

Clauses by which the users of the site indemnify the site operators from damages arising in a lawsuit are not going to be effective on a successfully disaffirming youth.  Similarly any disclaiming of responsibility for the information and links posted on the site by users or agreements by which the website operators are held harmless for damages suffered by a minors are not likely to be effective in court.  Nevertheless, such agreements should be included for any adults who use the site and any minors who choose to abide by what they have agreed to.  Sample terms with minimal variations can be found on the Term of Use Agreements from MySpace.com, Facebook, and Friendster.
Governing Law, Venue, and Jurisdiction: Washington
While it may not be enforced as applied to minors, it is still very important to include in the agreement that it is governed by the laws of Washington and specify that any controversy will be decided at a location convenient to you, King County Superior Court.  Given the audience, it is unlikely that a cross state issue will arise involving a user who is unable to disaffirm the Agreement.  However, it is useful to include just incase. 
3. Neither COPA Nor COPPA Apply to Most Non-Profit Websites

The Children's Online Privacy Protection Act (“COPPA”) establishes requirements for commercial websites that collect information from children under 13 years of age.  The Child Online Protection Act (“COPA”) was intended to prevent commercial websites from disseminating indecent material to children under 13.  COPA has been consistently held unconstitutional.  See, e.g. Ashcroft v. American Civil Liberties Union, 542 U.S. 656, 124 S.Ct. 2783 (2004) (upholding preliminary injunction because statute was likely unconstitutional).  Because COPA has been held unconstitutional, websites should be concerned with COPPA rather than COPA.

COPPA does not apply to non-profit websites unless that non-profit is somehow tied to a commercial entity.  COPPA only applies to website operators “where such website or online service is operated for commercial purposes.”  15 U.S.C. § 6501.  Because Youth Commons is not being operated for any commercial purpose, Youth Commons is not required by law to comply with COPPA.

The FTC “encourages” non-profit websites to voluntarily comply with the protections of COPPA for underage visitors.  See http://www.ftc.gov/privacy/coppafaqs.shtm.  Complying with COPPA includes such measures as posting a privacy policy regarding children under 13, getting parental consent before collecting any personal information from such children, allowing parents to review and delete any information collected, and asking all new users their age to determine whether to apply the COPPA compliant measures.  The details and scope of complying with COPPA are beyond the scope of this memo.  For more information regarding COPPA, the FTC provides succinct guidelines and frequently asked questions at www.ftc.gov/kidzprivacy and http://www.ftc.gov/privacy/coppafaqs.shtm.
